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1 Introduction
1.1 Purpose and Structure of the Document

This second TANGO Project white paper focuses on the distributed trust framework thatunderpins the TANGO platform. It presents the key components that enable trustworthy datasharing and identity and access management as well as security and privacy mechanismswithin TANGO’s distributed infrastructure. Additionally, the paper outlines a set of policies andrecommendations that are aligned with the TANGO platform’s architectural principles.
Building on the conclusions of the first white paper (A TANGO Project White Paper onDistributed Infrastructures, Secure Data Exchange & Data Spaces1), this document draws onseveral public deliverables previously submitted by the TANGO consortium. These include:

 D2.3 – System Requirements and Specifications, Platform Architecture and Privacy,Ethical, Social and Legal Impact Assessment (final version)
 D3.1 – Distributed Privacy-Preserving Data Management and Storage (intermediateversion)
 D3.2 – Distributed Privacy-Preserving Data Management and Storage (final version)
 D4.2 – Distributed Trust Management Framework (final version)

Following this introduction, the next two chapters explore the TANGO distributed trustmanagement framework and associated policies and recommendations. The white paperconcludes with a summary of key discussions and findings.
Unless otherwise stated, all figures and tables included in this white paper are sourced directlyfrom the above deliverables.
1.2 TANGO: Infrastructure and Data Ecosystems

Effective data sharing across domains requires robust and interoperable infrastructure. Thissubchapter explores the key components and layers of interoperability essential for theTANGO platform, including cloud services, APIs and data integration tools. Interoperability,defined as the ability of systems, applications and organisations to access, exchange andinterpret shared data, is fundamental to building resilient data ecosystems.
As outlined in Blueprint 2.0 of the Data Space Support Centre2, effectively implementing datainteroperability can enhance collaboration, drive innovation and improve decision-makingacross various sectors. Currently, various data space deployments are working on defining acommon interoperability framework that will be linked to the development of SIMPL.
1.2.1 Infrastructure Considerations
The infrastructure supporting data ecosystems must be designed to facilitate interoperability.The TANGO platform and the components previously defined are part of the key elements:

https://tango-project.eu/sites/default/files/uploads/A%20First%20TANGO%20White%20Paper%20-%20T8-6%20-%20FINAL%20%281%29.pdf
https://tango-project.eu/sites/default/files/uploads/A%20First%20TANGO%20White%20Paper%20-%20T8-6%20-%20FINAL%20%281%29.pdf
https://tango-project.eu/sites/default/files/uploads/A%20First%20TANGO%20White%20Paper%20-%20T8-6%20-%20FINAL%20%281%29.pdf
https://dssc.eu/space/BVE2/1071251457/Data+Spaces+Blueprint+v2.0+-+Home
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− Cloud Services: Scalable cloud solutions enable flexible data storage and processing,allowing disparate systems to communicate effectively.
− APIs (Application Programming Interfaces): Well-defined APIs are essential forenabling various applications to communicate with one another, facilitating dataexchange and interaction.
− Data Integration Tools: These tools help in merging data from different sources,ensuring that data can be aggregated and analysed uniformly.

1.2.2 Data Interoperability
Data interoperability comprises several layers, including:

● Technical interoperability:
This relates to the hardware and software standards that enable data exchange. Itincludes using common protocols and formats to ensure that different systems canunderstand the data shared between them. The European Commission has launchedSIMPL3 as the middleware that will facilitate data space interoperability.
The deployment of the different common European Data Spaces includes the definitionof an architecture that will enable the implementation of cross-sectoral use cases, thusensuring that data can flow from one sector to another without any technical issues.

● Semantic interoperability:
This aspect focuses on the meaning of the data being exchanged. It ensures that datais interpreted consistently across different systems. Standard vocabularies andontologies play a crucial role in achieving semantic interoperability. Semanticinteroperability is very complex at a general level, but even more at sector level, as isthe case with the tourism sector.
The lack of a common semantic ontology complicates data sharing. Although there aresome initiatives to working on this issue, they do not yet cover the whole ecosystem.FIWARE is working on defining data models to contribute to this semanticinteroperability.

● Governance interoperability:
This encompasses the policies and agreements between institutions to facilitate datasharing. Trust and shared governance are essential for effective collaboration. Thisgovernance should be secured by a neutral authority that will ensure compliance withthe rules. Each sector is defining its own governance scheme based on the Rule andRole book methodology set by SITRA4.

1.2.3 Used Data Models and Formats
In the pursuit of seamless data interoperability, various data models and formats are utilised:

● Data Models: Common data models such as Entity-Relationship Models (ER Models),Unified Modelling Language (UML) and others provide structured frameworks fororganising data. These models help standardise how data is represented andstructured, promoting more straightforward data exchanges. FIWARE’s adoption of

https://digital-strategy.ec.europa.eu/en/policies/simpl
https://www.sitra.fi/en/publications/rulebook-for-a-fair-data-economy/
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standardized data models enables semantic interoperability. These domain-specificmodels can be adapted to different contexts, facilitating consistent understanding andutilisation of data.
● Data Formats: Formats such as JSON (JavaScript Object Notation), XML (ExtensibleMarkup Language) and CSV (Comma-Separated Values) are widely adopted for datarepresentation. Choosing appropriate data formats is key to ensuring compatibilityamong various systems.
● Standards: Various standards, like those set by the World Wide Web Consortium(W3C), International Organisation for Standardisation (ISO) and industry-specificframeworks, guide data exchange practices. Compliance with these standards is vitalfor achieving effective interoperability. By leveraging the NGSI-LD standard5 for linkeddata management, the FIWARE Context Broker6 (Orion Context Broker) allows forefficient context data management and dynamic updates. This enhances theintegration of diverse data sources in data spaces, supporting richer and moreinterconnected exchanges.

https://www.etsi.org/deliver/etsi_gs/CIM/001_099/009/01.05.01_60/gs_cim009v010501p.pdf
https://www.fiware.org/2020/12/11/fiware-context-broker-the-engine-for-future-energy-systems/
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2 TANGO Distributed Trust Management Framework
This chapter provides an overview of the TANGO trust management framework and its corestandards and technologies, TANGO highlighting those developed within the project and thosethat were selected from existing technologies or software.
2.1 Secure and Trustworthy Data Sharing

Within the TANGO framework, WP3 (Distributed Privacy-Preserving Data Management andStorage) focuses on ensuring secure data storage and distribution to support use caseapplications and other components within the TANGO ecosystem. The primary objectives ofthis WP include:
● Establishing a decentralised data-sharing ecosystem leveraging blockchaintechnology,● Designing and implementing a dynamically configurable trustworthiness module,● Evaluating security risks associated with data sharing and storage,● Enabling users to retain full ownership of their data throughout its entire lifecycle,● Ensuring data confidentiality and traceability through distributed encryption anddecryption’● Extending confidentiality principles to non-personal data.

At the heart of the TANGO platform, distributed data management, storage and sharingsolutions play a critical role by interconnecting various tools that facilitate secure and tamper-proof data handling, sharing [T3.2] and reuse. These capabilities extend to multiple sectors,including public administration, smart hospitality, autonomous vehicles, smart manufacturing,banking and retail.
The distributed data management and sharing system will leverage energy-efficient blockchaintechnology [T3.1] to ensure data traceability, integrity and ownership while remainingcompliant with GDPR regulations. Additionally, a distributed data tokenisation solution,designed with privacy and confidentiality at its core [T3.3], will enforce access controlmeasures.to enhance security in data storage and sharing, a combination of distributed self-encryption/decryption and trust-based recovery solutions [T3.4] will be implemented, ensuringrobust protection against unauthorised access.
Figure 1 (Overview of the WP3 components) represents the key tasks and components thatsupport the distributed privacy-preserving data management system.
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Figure 1: Overview of the WP3 components.

2.1.1 Blockchain-based data storage and sharing
TANGO’s infrastructure for Pilot 5 (Public Administration)7uses a data-sharing platform calledFides, developed by the consortium member Norbloc. The Fides solution offers fullydecentralised, legally compliant storage and enhanced data redundancy.The Norbloc Fides8ecosystem offers several core features that support secure and compliant data-sharingoperations. The following features were implemented for TANGO:

 Explicit consent management. This feature ensures that users grant clear andverifiable consent before their data is accessed or shared. Proofs of consent and dataaccess permissions are securely facilitated and recorded. Private data sharing in regulated environments. The component is designed foruse cases within a strict regulatory framework and when two or more independentparties are involved. In cases where privacy regulations are less restrictive or no privatedata by means of the regulations is shared, alternative TANGO components shall beused. Immutable audit logs. The integration of blockchain technology ensures that allmetadata access events are permanently recorded and cannot be altered, providingtransparency and security for internal and external audits.
Two proprietary Norbloc components from the Fides’ internal infrastructure, namely DRILLand DnAMS They rely on blockchain technologies to enable decentralised data storage andaccess management:

 DRILL (Data Redundancy in Legal Limitations): A P2P storage network consistingof DRILL nodes, which are integral to every Fides node. It is designed for secure datastorage while ensuring compliance with privacy regulations such as GDPR. To support

https://norbloc.com/fides/
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this, DRILL incorporates symmetric encryption as a core feature. DRILL encrypts andfragments data before distributing it across multiple storage peers, preventing anysingle node from reconstructing complete datasets. DnAMS (Decentralised Access Management System): It manages symmetric datakeys used for the DRILL encryption of individual data pieces. It also manages theprivate keys of data subjects, eliminating the need for separate external wallets.DnAMS controls access rights by managing the corresponding encryption keys andonly releases a key when presented with a valid data access permission proof (a “proofof consent”). When a data access permission proof is provided, the DnAMS componentretrieves relevant information from the blockchain, enabling a DRILL peer to gather allchunks from other peers and reconstruct the encrypted data. The DnAMS componentthen releases the encryption key, allowing decryption of the reconstructed data. Blockchain: This component serves as the foundation for ensuring immutable storage,secure timestamping and verifiable data integrity. Blockchain technology is heavilyutilised in DRILL (storing data hashes) and DnAMS (storing proofs of consent/dataaccess permission proofs). By default, Fides offers Hyperledger, but in TANGO Fabricblockchain will be fully utilised. In general, any private blockchain can be used.
Fides is deployed as a decentralised network consisting of multiple interconnected P2Psystems and installed as a set of nodes at each participant’s premises. These include theDRILL P2P network as the decentralised distributed legally compliant data backend, theDnAMS P2P network for key and access management and the Blockchain P2P network, whichreinforces data integrity through immutability and reliable timestamping.
To further improve its functionality and interoperability, Fides will introduce additional APIs toprovide decentralised data storage and sharing platform capabilities to other TANGOcomponents: Data API will enable other components to store and retrieve data securely within theDRILL system, Consent API will facilitate managing data access permissions within the DnAMScomponent.
These enhancements aim to align Fides with EU industry standards such as IDSA, GAIA-Xand DID frameworks, thereby expanding its potential applications and making it a moreversatile solution for decentralised data management.
2.1.2 Trustworthy data sharing
TANGO’s infrastructure utilises a row of components and a data space connector to providetrustworthy data sharing.
2.1.2.1 TANGO components for trustworthy data sharing
Trustworthy data sharing is essential in all use cases and data sharing ecosystems. It involvestools that support policies for access and usage control but does not enforce these policiesdirectly. Instead, it helps to ensure controlled and secure data usage across entities,contributing to trustworthiness in data sharing. This trust is crucial for creating an environmentwhere participants can confidently engage in privacy-preserving, secure data use. Byincorporating trustworthiness-focused policies, the ecosystem fosters collaboration andmaximises the value of shared data. Thus, data access and usage should be policy-driven andsupported by enforcement mechanisms that control how data is processed, stored,aggregated, or forwarded.
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9 D3.1: Chapter 3 (https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf)

Three major components were developed9 to address these issues:
● Trustworthiness Scoring Module (TSM): The TSM is a backend solution designedto contribute to the Policy Information Point (PIP). The PIP gathers information thathelps the Policy Decision Point (PDP) make decisions regarding access control, whichare then enforced by the Policy Enforcement Point (PEP). The TSM can also be usedto allow resource scheduling by a use case-specific component (e.g., in theAutonomous Vehicles use case). It supports a configurable scoring scheme based onsystem characteristics aligned with the IIC Trustworthiness schema and continuouslygathered attribute data. The TSM provides APIs for configuring, submitting data andevaluating trustworthiness scores. Data is associated with a registered user identifiedby their DID and attribute data is stored in a time series based on a configurablewindow. The trustworthiness score can then be used by the PEP or other components(e.g., for resource access or scheduling decisions).
● Usage Control – Privacy Risk Score (PRS): The PRS is a backend solution thatsupports the TSM in the automotive use case by providing privacy scores, which canalso operate independently. It performs quality assurance tests on anonymised dataand generates a time series of privacy scores, contributing to the final trustworthinessscore in the TSM. Images are collected, anonymised and uploaded to the cloud forassessment of privacy protection. A module evaluates the quality of imageanonymisations across various scenarios to ensure privacy in vehicles. The PRS canalso be used for experimenting with different anonymisation methods under variousprivacy settings. Developed using open-source data, it includes an anonymisationmodule, implemented due to confidentiality issues with the autonomous driving usecase’s proprietary module. The anonymisation approach closely aligns with the usecase provider’s procedure.
● Ubiquitous Personal Context Vectors (UPCVs): The UPCV recommendationtechnology consists of two main components: a vendor-side server that manages itemdata and a web app for users, which stores personal data and generatesrecommendations. Since vendors only have item data and no user information, datacan be shared between vendors offering similar items. This privacy-preservingapproach could also support business intelligence in multi-vendor environments.The system tracks user behaviour anonymously using a privacy wallet containingVolatile Random Numbers (VRNs), which cannot be linked to individuals. When a userviews an item, VRNs are exchanged between the user’s and the item’s privacy wallets.Over time, users and items with similar interactions accumulate matching VRNs,enabling item recommendations based on privacy wallet similarities. Even though thecomponent was developed for the Hospitality use case, UPCV technology has alsobeen evaluated for analysing shopping baskets in Retail use case.
2.1.2.2 Trustworthy data sharing via FIWARE Data Space Connector

To ensure a robust and scalable data exchange framework, the TANGO project conducted athorough evaluation of several open-source data space connectors. The goal was to integratea solution that aligned with TANGO’s architecture while minimising the need for custom

https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
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development. The FIWARE Data Space Connector was ultimately selected based on itsadherence to data space standards, security capabilities and modularity.
FIWARE’s alignment with DSBA Technical Convergence recommendations10, support for SSIand attribute-based access control (ABAC) made it a strong candidate. Additionally, theconnector benefits from active community maintenance and containerised, flexible architecturethat supports easy deployment and customisation. While the FIWARE Data Space Connectoris still maturing and initially focuses on ETSI NGSI-LD data exchange, its adaptability made ita suitable choice for TANGO’s broader use cases.
TANGO integrates several FIWARE Data Space Connector components while modifying, orextending, others to fit project needs. Notably, TANGO replaced, or enhanced, the Verifier,Issuer and Policy Decision Point (PDP) to align with its security and authorisationrequirements11.
The TANGO SSI Agent, deployed on the Data Consumer side, facilitates Verifiable Credentials(VCs) issuance and management. Users present VCs to the Data Provider’s FIWARE DataSpace Connector to gain authorisation for data services. The authentication process involvesverifying:● The type and scope of the VC against the requested authorisation.● The validity of the VC and its cryptographic signature.● The issuer’s authorisation via trusted registries.
To enable seamless integration, the FIWARE Data Space Connector supports provisioningcalls for new credential types, JWT VCs and configurable authorisation formats.
TANGO extends the FIWARE Data Space Connector’s security model by introducingadditional policy enforcement capabilities. The architecture follows the ABAC approach andintegrates:● Policy Administration Point (PAP): Defines and distributes access control policies.● Policy Information Point (PIP): Supplies dynamic attribute data for authorisationdecisions.● Policy Enforcement Point (PEP) and Policy Decision Point (PDP): Evaluate accessrequests using SSI Verifier-issued JWTs containing VCs.
To further enhance security, the decision-making process issues capability tokens, whichserve as authentication tokens, defining permissions for authorised operations.
Beyond core integration, TANGO enhances the FIWARE Data Space Connector withadditional security and functionality improvements, including:● Advanced Encryption Mechanisms: Implementing CP-ABE (Ciphertext-PolicyAttribute-Based Encryption) and self-encryption to complement the existing PDP/PEPsecurity model.● Replacement of Orion-LD: Substituting backend systems to better support AI anddata analysis use cases in WP7.

https://data-spaces-business-alliance.eu/wp-content/uploads/dlm_uploads/Data-Spaces-Business-Alliance-Technical-Convergence-V2.pdf
https://data-spaces-business-alliance.eu/wp-content/uploads/dlm_uploads/Data-Spaces-Business-Alliance-Technical-Convergence-V2.pdf
https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
https://tango-project.eu/sites/default/files/materials/TANGO_D3.1%20Distributed%20Privacy-preserving%20Data%20Management%20and%20Storage_v1.0.pdf
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● Portal Redesign and Message Routing: Enhancing user experience and enablingseamless data flow between backend components, encryption services and existingFIWARE modules.
2.1.3 Confidentiality and privacy by design
Confidentiality and Privacy by Design embed privacy considerations into system architecturefrom the outset, ensuring that data protection is not an afterthought but a fundamental principle.This approach anticipates privacy risks before they occur, making privacy the default setting.Throughout the data lifecycle, security measures must be applied to maintain transparencyand compliance with legal requirements, including the GDPR. TANGO aligns with ISO 31700-1:202312 to integrate these principles into its design process.
TANGO employs two key mechanisms to FIWARE to achieve these goals:

1) Data encryption uses CP-ABE, enabling producers to encrypt data based on attribute-based policies. After access is granted, consumers can only decrypt data if their identityattributes match the policy, ensuring strict access control and confidentiality. StickyPolicies ensure that machine-readable policies remain attached to the data throughoutits journey, enforcing permissions and restrictions consistently.2) User consent and access control are managed through the XACML framework, whichincludes the PEP, PDP, PAP and PIP. These components, combined with VerifiableCredentials and zero-knowledge proofs from the SSI module, determine userauthorisation for asset access.
TANGO’s confidentiality and privacy framework follows two interrelated processes. First,authentication and authorisation rely on Verifiable Credentials (VCs) and VerifiablePresentations (VPs) to grant access. Users authenticate through the connector, requestaccess to assets and provide VCs. A verifier ensures that the user is a trusted participant andthat the credentials are valid. If the verification process is successful, the user receives a tokenthat allows access, enforced by PEP and PDP. This verification process ensures that onlyauthorised users are granted access, reinforcing confidentiality principles. The dataflowbetween the PEP and PDP is depicted in Figure 2.
Second, data encryption and decryption mechanisms protect sensitive information. Producersencrypt data using CP-ABE and attach sticky policies. Once a consumer is authorised, theyreceive the encrypted data, which can only be decrypted using a key linked to their identityattributes. This ensures that only authorised users can access the information, maintainingconfidentiality throughout the data lifecycle. The CP-ABE client module operates on both ends,ensuring that data encryption remains robust and consistently enforced.

https://www.iso.org/obp/ui/en/#iso:std:iso:31700:-1:ed-1:v1:en
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Figure 2: Internal Workflow of the PEP/PDP Component for User Access Requests

TANGO’s architecture integrates several key components to support Confidentiality andPrivacy by Design. The ABE Toolset consists of three core submodules:
● The Key Generator issues cryptographic keys for encryption and decryption.● The Encryptor, used by data providers, applies CP-ABE encryption to secure dataand define access policies.● The Decryptor enables authorised users to access encrypted data if their attributesmatch the policy, ensuring selective decryption.

Usage Control is managed via the XACML framework:
1. PDP evaluates access policies by processing identity attributes and making informeddecisions.2. PEP intercepts access requests and enforces authorisation decisions, ensuring onlypermitted users can proceed.3. PIP provides external contextual information to enhance policy enforcement,supporting dynamic and adaptive access control.4. PAP is used when the PDP needs to retrieve policies that govern access to a specificresource or service and to register new policies.
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Additionally, signature verification ensures the authenticity and integrity of data by allowingconsumers to verify digital signatures using the provider’s public key. The data providergenerates a digital signature using their private key, ensuring that the integrity of the dataremains intact. Consumers can then use the provider’s public key to decrypt and verify thesignature, confirming that the data has not been altered during transmission and originatesfrom a trusted entity. This mechanism adds an additional layer of security and trustworthinessto the data-sharing process.
2.1.4 Self-encryption and decryption techniques with multi-factor recovery
This section introduces a secured encryption/recovery mechanism designed to support thestorage and distribution of confidential information for TANGO use cases. The corefunctionality consists of two primary components: the self-encryption and decryption moduleand the multi-factor information recovery (MFIR) mechanism. The system ensures thatconfidential data remains protected during distribution by using encryption and enhancedsecurity features, such as multi-factor recovery, to prevent unauthorised access.
Self-encryption is a unique form of encryption where the key to encrypt a document is notsupplied by the user. Instead, the document’s own contents generate the key, ensuring thateven a minor change in the document results in a significantly different encrypted version. Thistechnique guarantees that each encrypted document has a unique key, making it more securethan traditional methods.
The multi-factor information recovery mechanism adds another layer of security. Thismechanism splits the encryption key into multiple pieces and distributes them among severalparticipants or entities. To decrypt the document, a certain threshold of these key shares isrequired. This makes it less likely that malicious actors will have enough access to recover thekey, thus ensuring greater security.
SEDSS with MFIR consists of four key modules: encryption, decryption, multi-factorinformation sharing and multi-factor information recovery. The encryption and decryptionmodules are linked to the TANGO framework’s data connector, while the sharing and recoverymodules support secure key management.
After encryption, the encrypted data and shared keys are stored in a user-specified location(e.g., remote storage or a database). During decryption, a request containing key fragmentsand the data location is submitted. The multi-factor recovery module reconstructs the originalencryption key, enabling decryption. The recovered plain text is then returned to the user viathe data connector.
Figure 3 (System architecture of the self-encryption and decryption with multi-factorinformation recovery system). shows the system architecture of the self-encryption anddecryption with multi-factor information recovery system.
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The self-encryption and decryption module is designed to be used as a callable interface withinthe TANGO project. It depends on the Data Connector to pass the necessary parameters anddata. Additionally, the Fides component may be used to store the encrypted data and keys forusers who do not have their own storage service.
2.2 Identity and Access Management

The TANGO project’s approach to Identity and Access Management (IAM)13 is designed toprovide a decentralised, trustworthy and user-centric architecture for handling identities,authentication and access control. The architecture integrates advanced technologies suchas Self-Sovereign Identity (SSI), seamless onboarding mechanisms and continuousbehavioural authentication methods for both users and devices. These technologies contributeto building a robust distributed trust framework that underpins secure and privacy-preservingaccess to the TANGO platform and its services.
2.2.1 SSI management
The foundation of TANGO’s IAM lies in the deployment of Self-Sovereign Identity (SSI), whichenables users and organisations to own, manage and control their digital identities withoutreliance on a centralised authority. TANGO has implemented SSI components aligned withOpenID standards14 and European Blockchain Services Infrastructure (EBSI) specifications15.This includes support for W3C Verifiable Credentials (VCs), DIDs and cryptographic proofssuch as Zero-Knowledge Proofs (ZKPs).
The SSI system comprises two core components: the SSI Agent and the SSI Wallet. The SSIAgent supports both credential issuance and verification roles. It handles credential lifecycleprocesses, including DID generation, verifiable presentation construction and validation,cryptographic proof management and integration with data registries. The Wallet interacts withthe Agent to enable credential storage, presentation and selective disclosure. There are two

Figure 3: System architecture of the self-encryption and decryption with multi-factor information recovery system.

FigureSEQFigure\*ARABIC3:OverallarchitectureofSEDSS
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versions of the wallet: one that supports JWT-VCs with granular disclosure and another thatincorporates ZKPs and supports machine-to-machine (M2M) interactions and LDP-VCs.
2.2.1.1 Credential Issuance and Verification Process

To ensure interoperability across platforms, the SSI implementation supports OID4VCI16 andOID4VP17 protocols, along with the EBSI conformance profiles. Integration with the FIWAREData Space Connector (DSC) has been a key milestone, allowing TANGO’s SSI componentsto interoperate with external trust frameworks and data spaces. Credential formats supportedinclude ePassport-based VCs for natural persons, Employee Credential and CustomerCredential for organisational roles, all issued and verified within a standard-compliant SSIframework.
2.2.1.2 Interoperability with External Systems

The integration of TANGO’s SSI framework with GAIA-X and IDSA ensures compliance withEU-wide interoperability requirements. By adopting EBSI-conformant credential verification,the system enhances cross-platform trust while maintaining decentralised control over identityattributes.
To summarise, the key functionalities of the SSI solution include:

● DIDs: Secure, decentralised identity generation and resolution without reliance oncentralised authorities.● Credential Lifecycle Management: Efficient issuance, verification and managementof Verifiable Credentials.● Cryptographic and ZKP Capabilities: Use of digital signatures, encryption and Zero-Knowledge Proofs for selective disclosure and secure authentication.● Granular Disclosure and Privacy Preservation: Selective data sharing capabilitiesembedded in the SSI Wallet implementations.● M2M Authentication: Support for autonomous identity negotiation between IoTdevices within trusted data spaces.
2.2.2 Seamless onboarding for users and devices
To complement the decentralised identity infrastructure, TANGO incorporates a seamlessonboarding process for both individuals and devices. This ensures that identities are not onlyself-managed and verifiable but also issued through secure, privacy-preserving and user-friendly procedures that align with regulatory and operational requirements.

2.2.2.1 ePassport-Based Identity Verification
TANGO’s onboarding process is designed to be secure, efficient and user-friendly, minimisingfriction while maintaining rigorous identity verification. The seamless onboarding componentdeveloped in WP4 (Task 4.2) focuses on remote identity verification based on government-issued e-passports. This system includes a mobile application and SDK capable of readingand validating e-passport data, leveraging NFC technology.

https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.net/sg/openid4vc/
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The onboarding process includes multiple layers of validation such as document authenticitychecks, biometric face matching and liveness detection. This process ensures that onlylegitimate users are issued verifiable credentials. These credentials are then passed to theSSI wallet for ongoing identity management.
2.2.2.2 Integration with IoT and Legal Entity Onboarding

A critical development in this domain is the extension of onboarding capabilities to legal entitiesand IoT devices. While natural person onboarding is handled through mobile applications,organisational identity onboarding is achieved via integration with registries such as the EBSITrusted Issuer Registry18. For IoT devices that are not resource-constrained, identityprovisioning is performed through machine-to-machine SSI flows, enabling credential issuanceand autonomous authentication in line with DSBA guidelines.
2.2.3 User Continuous Behavioural Authentication
Continuous authentication of users plays a critical role in maintaining the security posture ofa distributed and dynamic system like TANGO. Rather than relying solely on one-time loginsor static credentials, TANGO continuously assesses user identity through behavioural signalsgathered during regular usage. This method supports a zero-trust approach while improvinguser experience by reducing the need for intrusive re-authentication events.
In addition to initial identity verification, TANGO enhances identity assurance throughcontinuous user authentication mechanisms. The User Continuous Behavioural Authentication(UCBA) component is designed to authenticate users dynamically by analysing behaviouralpatterns collected from mobile devices during interaction with services.
Setup requires a selfie or passport photo, which is verified using security mechanisms. Thecomponent can fully replace traditional password systems by linking a unique user ID withbiometric and behavioural data. It can also serve as a secondary authentication method andcomplies with PSD2 regulations for strong customer authentication, making it a securealternative to one-time passwords, particularly for financial transactions.
The UCBA system includes an SDK integrated into a mobile application and a backend serverresponsible for processing and classifying behavioural data. Key behavioural traits includeinteraction patterns, usage context and system logs. To assess the trust level, a risk score iscomputed based on the similarity of current behaviour to known user profiles. Manual labellingprocesses have been incorporated to improve the accuracy of session classification.
The component supports session management, API access for TANGO components and real-time decision-making based on behavioural analytics. This contributes to secure, passive anduser-friendly authentication, maintaining security without repeated credential entry.
2.2.4 Device Continuous Behavioural Authentication
Complementing user authentication, the Device Continuous Behavioural Authentication(DCBA) component ensures that the physical devices accessing TANGO services remainunder legitimate control. The DCBA component continuously monitors system-levelbehaviours to distinguish between authorised and unauthorised use.

https://hub.ebsi.eu/apis/conformance/trusted-issuers-registry/v5


Document name: White Paper: Ensuring Data Sovereignty: TANGO Platform Solution for Secureand Trusted Data Flows Across Europe —T8.6 Page: 20 of 29
Reference: Dissemination: PU Version: 5.0 Status: FINAL

The system operates by capturing a broad set of behavioural indicators from Android devices,including logs related to battery status, Bluetooth activity, network conditions, location changesand application usage patterns. These logs are processed to build a behavioural fingerprint ofthe device, which is used to maintain persistent authentication over time.
A key distinction between UCBA and DCBA is their focus: while UCBA prioritises behaviouralpatterns in user interaction, DCBA relies on device-specific attributes to verify legitimacy. Bothcomponents work in tandem to create a seamless yet highly secure authentication framework.
By integrating user and device behavioural authentication within the broader IAM framework,TANGO enforces a zero-trust approach, ensuring continuous identity verification at multiplelevels. These IAM components collectively strengthen the security and trustworthiness of theTANGO platform, supporting its use across diverse operational domains and pilot scenarios.

2.3 Security and Privacy Enhancements
Ensuring data confidentiality, integrity and compliance with ethical and regulatory frameworksis central to TANGO’s design. Security and privacy are not viewed as afterthoughts but areembedded deeply within both infrastructure and AI-driven components. This chapter outlinesthe concrete mechanisms developed within TANGO to enhance security and privacy, focusingon side-channel attack mitigation and privacy threat modelling for AI.
2.3.1 Hardening against side-channel attacks
TANGO addresses low-level hardware vulnerabilities through dedicated research andimplementation of compiler-based countermeasures, particularly targeting side-channelattacks that are critical to embedded systems and IoT devices. These attacks exploit physicalleakage – such as power consumption, electromagnetic emissions or timing behaviour – toinfer sensitive information like cryptographic keys.
The core of TANGO’s mitigation strategy lies in a hardened cryptographic component, primarilythe implementation of a masked AES (Advanced Encryption Standard) algorithm. The maskingtechnique involves splitting sensitive intermediate values into random shares, ensuring thatno single trace reveals meaningful information. This implementation, optimised for the smarthospitality pilot, significantly reduces the effectiveness of side-channel analysis.
TANGO’s security enhancements combine multiple techniques:

● Masking countermeasures: Hides the correlation between intermediate values andleaked data.● Hiding countermeasures: Introduces noise or randomisation to disrupt attackerobservations. This is done by combining code polymorphism and loop shuffling
A hybrid technique combining both approaches was successfully validated in lab settings, withreal-world deployment prepared for environments using embedded or IoT hardware.
2.3.2 Privacy threat modelling & identification for trustworthy AI
Within TANGO’s AI-based components, privacy risks are addressed systematically throughthe Privacy Enhancing Component (PEC) and the Privacy Assurance Tool (PAT), developedunder WP5.4. These tools perform proactive threat modelling and provide actionable insightsfor mitigating privacy risks in machine learning pipelines.
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The Privacy Enhancing Component streamlines the Data Protection Impact Assessment(DPIA) process, as required by the GDPR and the EU AI Act19. Through its graphical interface,PEC helps organisations document data flows and processes (including AI applications),identify cyber threats, assess their impact and recommend risk mitigation measures. Thisensures compliance with EU data protection regulations while improving privacy management.
PEC incorporates a multi-step methodology:

● Privacy Impact Assessment for AI: PEC enables targeted privacy impactassessments for AI/ML-powered systems. The system specifically evaluates AI/MLprocesses to identify potential threats to AI models.It analyses privacy risks that may arise from the use of AI technologies. Based on thisanalysis, PEC recommends appropriate safeguards to mitigate identified risks.
● Threat Management: PEC consolidates threat assessment reports and presents themin a structured format. This allows users to efficiently manage privacy threats andimplement suitable countermeasures. The threat assessment covers both traditionalIT services and processes as well as modern AI applications that handle sensitive andpersonal data.
● LLM for Recommendations: PEC integrates Large Language Models (LLMs) toenhance recommendations for countermeasures against identified threats. ThroughLLM integration, the system provides more detailed explanations of the recommendedsafeguards. Users receive well-founded justifications for the selection of specificsecurity controls, helping to mitigate risks effectively. This improves decision-makingand enhances transparency in privacy protection measures.

The Privacy Assurance Tool20 provides a variety of features aimed at strengthening dataprivacy and security. It supports data sharing between users and organisations by giving usersconfidence in the protection of their personal information. Additionally, PAT enables privacymonitoring, allowing both parties to track data sharing activities, manage consent and identifyany privacy risks associated with the requested data throughout its lifecycle. PAT complementsPEC by offering a secure, role-based data exchange and compliance-checking environment.
PAT is distinguished by its three main features and contributions:

● Secure Framework: PAT is designed with strong security measures, employingencryption to safeguard data both during transmission and while at rest. This ensuresthat unauthorised entities cannot access or interpret the data, maintaining itsconfidentiality and making PAT a secure solution for data exchange.● Trusted and Authentic Record: PAT guarantees data accuracy and consistency bypreventing unauthorised alterations during transmission. It ensures that the data arrivesat its destination in the exact form in which it was sent, thereby preserving its integrity.● Role-Based Access: While creating a consent form within a data controller’s PATenvironment, PAT can retrieve a list of employees – along with their roles and intendedpurposes – to assist data controllers in generating GDPR-compliant consent requestforms.

https://www.europarl.europa.eu/thinktank/en/document/EPRS_ATA(2025)769509
https://securecontrolsframework.com/
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The privacy threat modelling approach draws on NIST’s privacy engineering methodology andadapts it to dynamic AI environments. Key techniques include:
● Mapping Data Flows to attack scenarios and problematic data actions.
● Identifying Privacy Engineering Objectives, including predictability, manageabilityand disassociability.
● Risk Visualisation and Reporting to inform data scientists and system integrators.
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3 TANGO Distributed Infrastructures: Policies andRecommendations
In the digital landscape of the TANGO Project, ensuring the secure exchange of data isessential to maintaining the integrity and confidentiality of information.
This chapter introduces a comprehensive framework designed to safeguard data throughrobust encryption, secure communication protocols and stringent access controls.
It emphasises the implementation of Identity and Access Management (IAM) and Data LossPrevention (DLP) measures, as well as the need for ongoing security training and audits.Furthermore, it explores the development and enforcement of Contract and Runtime Policies,supported by tools such as the Open Digital Rights Language (ODRL), to ensure the effectivemanagement and compliance of data exchange agreements.

3.1 Privacy and security legal requirements
The policies presented in Section 3 of the first TANGO White Paper are not mere theoreticalguidelines; they are actively embedded in the project’s design and operations. Each policy isimplemented through concrete technical features and then analysed from a legal standpointto ensure that the system’s operation aligns with regulatory expectations.
This sub-chapter presents a detailed, policy-by-policy exposition of how these compliancemeasures have been applied in practice. By bridging the gap between legal theory andtechnological application, this evaluation serves as a roadmap for designing distributed datainfrastructures that uphold the highest standards of privacy, transparency and accountability.A more detailed analysis of the observations made below can be found in deliverable D3.221.
3.1.1 Compliance Policies

3.1.1.1 Data mapping
Responsible data handling requires clarity about what is being processed. In the context of theBlockchain-Based Data Storage and Sharing component, this principle is partially embodiedthrough DRILL, the system responsible for storing encrypted data chunks. Here, the types ofdata anticipated for processing are predetermined and scoped with the assumption of thehighest sensitivity. The DnAMSmodule further strengthens this structure by governing consentthrough verifiable proof mechanisms. However, the peer-to-peer topology of this systemintroduces the risk that individual nodes may misinterpret, mishandle, or inconsistentlycategorise data types – particularly when metadata classification or schema enforcementmechanisms are lacking. This means that a complete data taxonomy, bolstered by metadatatagging and enforced uniformly across all nodes, is essential.
The Confidentiality and Privacy by Design component addresses data type specificitythrough attribute-based encryption (CP-ABE) and access control mechanisms (XAMCL).While this allows data access to be constrained based on defined user attributes and roles, itdoes not automatically validate the nature or legitimacy of the underlying data. There is anevident need to implement automated tagging and classification checks to pre-empt theintroduction of data that falls outside defined use conditions.

https://tango-project.eu/materials/public-deliverables
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The design of the Self-Encryption with Multi-Factor Information Recovery componentpresumes a high-stakes environment in which any data being encrypted is consideredpotentially personal or sensitive. This conservative stance obviates some classification risk,yet the absence of explicit categorisation or logging of data types leaves gaps in traceabilityand later accountability. Incorporating a pre-processing classification step would allow thissystem to encrypt securely and provide transparency about what is encrypted and why.
3.1.1.2 Data obfuscation

Encrypting data is not merely a technical task; it is an ethical commitment to render informationinaccessible to those who do not have the right to access it. The Blockchain-Based DataStorage and Sharing module utilises symmetric encryption and hashing within DRILL toobscure data from unauthorised viewers. The release of decryption keys is controlled byDnAMS, contingent upon verifiable user consent. This setup provides a strong privacy shield,yet it remains relatively traditional. Additional obfuscation techniques – such as differentialprivacy, dynamic pseudonymisation, or tokenisation – could serve to enhance protection,especially in scenarios where aggregated or inferred data might otherwise expose individualidentities.
In the Confidentiality and Privacy by Design module, a more sophisticated landscapeunfolds. CP-ABE ties access privileges to complex combinations of user attributes, while digitalsignatures and zero-knowledge proofs enable the sharing of proof without disclosure.Furthermore, the integration of VC and DIDs allows entities to affirm their identity andauthorisation without revealing excess information. However, a central vulnerability remains:the current reliance on a centralised key authority. This singular locus of trust risks underminingthe decentralisation TANGO aims to champion. Moving toward federated or blockchain-basedkey distribution would fix this vulnerability and restore architectural integrity.
By contrast, the Self-Encryption with Multi-Factor Information Recovery module offers aminimalist yet robust approach. Employing AES-256 and SHA-256 cryptographic standards, itensures that both content and structure are rendered indecipherable. The simplicity of itsdesign, however, also highlights its limitations – most notably the absence of layeredobfuscation for metadata and contextual elements. These seemingly minor details can, inaggregate, reveal as much about a user as the content itself. A more holistic obfuscationstrategy, encompassing metadata anonymisation and entropy-aware hashing, would ensureend-to-end confidentiality.

3.1.1.3 Data minimisation
At the heart of data protection lies the principle of necessity. Data minimisation demands thatonly the information strictly required for a given purpose be collected, stored and processed.Within the Blockchain-Based Data Storage and Sharing module, this principle comes intoconflict with the immutable and redundant nature of blockchain technology. While onlyconsented data is stored in plain text and hashes are used to limit exposure, the distributedstructure complicates timely and uniform data deletion. Without a centralised deletionmechanism or expiration control on data chunks, there is a tangible risk of over-retention. Therecommended remedy is twofold: implement automated data deletion protocols on DRILLnodes and ensure that only cryptographic references, rather than raw data, are ever recordedon-chain.
The Confidentiality and Privacy by Design module offers more granular control. CP-ABEand XAMCL allow data to be filtered and shared based on contextual rules and user roles.Moreover, zero-knowledge proofs provide an elegant solution to data minimisation, enablingvalidation without disclosure. To further enhance alignment, these modules should incorporateautomated data lifecycle management – ensuring data is not just limited in access but alsotime-bound in retention.
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In the Self-Encryption with Multi-Factor Information Recovery module, the use of datachunking inherently limits the scope of exposure. Only fragments of a file are distributed andnone retain contextual coherence in isolation. Yet this system overlooks the metadata thataccompanies these chunks. File names, timestamps, or access logs can form a mosaic ofpersonal insight if left unprotected. Encrypting or stripping this metadata, or applyingpseudonymisation, would complete the minimisation loop.
3.1.1.4 Data abstraction

In line with the minimisation principle, data abstraction seeks to limit the granularity at whichdata is handled – especially where exactness is unnecessary for functionality. TheBlockchain-Based Data Storage and Sharing module observes this principle by storing onlyessential logging data and avoiding comprehensive personal records on-chain. However, asregulatory expectations shift toward demonstrable compliance, abstraction tools – such assummarisation engines or aggregation-based queries – should be introduced to reconcileauditability with privacy.
The Confidentiality and Privacy by Design module, by virtue of CP-ABE’s attribute filteringand XAMCL’s contextual enforcement, inherently encourage abstraction. Still, these controlscould benefit from the introduction of higher-order tools for pre-processing aggregation, suchas statistical binning or category-based summarisation. These would ensure that even whendata is accessed or transferred, it retains a level of abstraction that protects user identity.
In the Self-Encryption with Multi-Factor Information Recovery module, abstraction isachieved at the binary level. Files are split into unintelligible fragments before storage.However, when data is decrypted and reconstituted, the outputs – be they logs, summaries,or derived reports – may reintroduce personal detail. Incorporating controlled summarisationin post-processing steps would reinforce privacy even at the output stage.

3.1.1.5 Data separation
Segregating data logically and physically helps contain breaches and enforces accesscontrols. In the context of the Blockchain-Based Data Storage and Sharing module, logicalseparation through DRILL’s chunking mechanism and separate encryption key managementby DnAMS are implemented. However, this separation depends heavily on DnAMSconfiguration. A single misstep could inadvertently centralise access or permit recombinationof datasets. To prevent this, automated configuration validation and fail-safe access rulesshould be integrated into node deployment procedures.
The Confidentiality and Privacy by Design module enforces separation via policy-basedencryption and modular architecture (e.g., FIWARE). Logical boundaries are clearly defined,but physical separation – such as using geographically dispersed or sandboxed environments– is not consistently applied. Including this layer would mitigate cross-environmentvulnerabilities and increase system resilience.
The Self-Encryption with Multi-Factor Information Recovery module stands out for itscomprehensive separation model. By using secret-sharing schemes, it not only divides databut ties its recovery to a quorum of participant approvals. The primary risk here is operational:if too few users are available (k_min not met), recovery becomes impossible. Making thisthreshold dynamically adjustable based on risk profiles or access tiers would balanceresilience with usability.

3.1.1.6 Security of processing
The security of processing policy requires appropriate measures to ensure confidentiality.Security is the lifeblood of privacy. The Blockchain-Based Data Storage and Sharingmodule exhibits strong cryptographic safeguards and structural redundancy but falls short inoperational response. Without a formal incident response framework that includes breach
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detection, notification and recovery workflows, the system remains vulnerable to compliancefailures under Articles 32 and 33 of the GDPR.
At the same time, the Confidentiality and Privacy by Design module excels in itscryptographic discipline but lacks broader cybersecurity infrastructure. Integrating intrusiondetection, firewalls and behavioural analytics would address the growing landscape of externalthreats.
The Self-Encryption with Multi-Factor Information Recovery module is technically robustbut operationally minimal. Its design lacks mechanisms for breach logging or user alerting. Anintegrated monitoring and incident response plan would transform it from a secure system toa resilient one.

3.1.1.7 Record-keeping and demonstrability
The Blockchain-Based Data Storage and Sharing module offers immutable audit logs thatprovide robust evidence of actions taken. However, if these logs are too abstract orinaccessible, they may fail to demonstrate actual compliance. Developing GDPR-alignedreporting tools that extract meaningful, anonymised insights from the logs would make thempractically useful.
Confidentiality components use verifiable credentials and event logs to trace consent andpolicy enforcement. Still, questions remain regarding how long these logs are retained, howthey are secured and how they evolve over time. Establishing life cycle management and audittrails with defined retention policies would improve demonstrability.
In the context of the Self-Encryption with Multi-Factor Information Recovery module, arecord of encryption parameters and chunking activity in separate audit files is maintained.However, it does not yet track the complete data lifecycle – including access, transformation,or deletion. Enhancing the logging framework to include these steps, along with time-stampedrecords and integrity checks, would elevate it from a secure tool to a fully accountable one.

3.1.2 Policy Enforcement
In a distributed data space environment like TANGO, where data is published, shared andaccessed across multiple administrative domains, robust and scalable policy enforcement iscritical to maintain trust, ensuring data protection and enforcing compliance. To achieve this,TANGO adopts a modular, standards-based architecture that integrates Attribute-BasedAccess Control (ABAC) principles, enabling fine-grained, context-aware authorisationdecisions for every data access or manipulation request. At the heart of this architecture arethe PEP and PDP, supported by the PAP and the PIP. Together, these components ensurethat access decisions are dynamically evaluated based on pre-defined policies and up-to-datecontextual information.
When a user or client initiates an access request – typically accompanied by a VC-basedaccess token issued by the SSI Verifier – the PEP intercepts the request and delegates thedecision-making to the PDP. The PDP retrieves applicable policy rules from the PAP andgathers relevant attributes, such as trust and behavioural scores, from the PIP. If all policyrequirements are met, the PDP issues a time-limited capability token, which the PEP uses toauthorise subsequent interactions with the protected APIs.
Policy enforcement is implemented within the Provider Connector, which is deployed as a self-contained Kubernetes-based module at the data provider’s infrastructure. Each component ofthe Provider Connector, including the PEP/PDP subsystem, runs as an independentcontainerised service, enabling isolated management and scalable deployment. All dataservices within the connector – exposed via standardised RESTful APIs – are protected by thePEP, which ensures that only authorised, policy-compliant clients are granted access.
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The TANGO platform enforces a standardised API specification (/api/access-with-token) toensure interoperability across different pilot implementations. This abstraction layer allowsdiverse infrastructures to integrate seamlessly with the PEP/PDP subsystem without requiringbespoke connectors or adapters. By aligning with the XACML reference model and leveragingJWT tokens enriched with verifiable identity and attribute claims, the policy enforcementmechanism achieves both interoperability and semantic precision.
Unlike conventional access control systems, TANGO’s enforcement logic alsoconsiders external trust metrics and behavioural data, retrieved in real-time by the PIP,allowing dynamic and risk-sensitive access decisions. This adaptive enforcement is crucial inenvironments where data sovereignty, regulatory compliance (e.g., GDPR) cross-organisational trust are essential. Furthermore, the issuance of capability tokens ensures notonly secure session management but also provides auditable trails of authorisation decisions,supporting accountability and transparency across the data space.
By building upon and extending components of the FIWARE Data Space Connector andreplacing key modules such as the PEP and PDP with its own implementations, TANGOensures that policy enforcement remains aligned with its architectural vision while supportingmodularity, scalability trust-aware decision-making in a distributed infrastructure.
3.2 Measures for Secure Data Transfer within TANGO

The TANGO platform manages to ensure secure data exchange through a combination ofencryption, secure communication protocols, access control, identity management and privacymeasures, as described in detail in the previous publication. The platform also adopts privacy-focused protocols in line with the GDPR and conducts regular security audits with the purposeof safeguarding the confidentiality, integrity and compliance of personal and non-personaldata, contributing to the platform’s overall security and reliability.
This section focuses on the security measures implemented within the TANGO platform tosafeguard the secure exchange of both personal and non-personal data.
Key components of the platform’s security include:
1. Data Encryption: The TANGO platform uses advanced encryption standards, includingAdvanced Encryption Standard (AES) with 256-bit keys to protect sensitive data duringtransmission and storage. A self-encryption tool has also been developed to ensure dataconfidentiality and traceability, allowing users to recover data using a unique key linked toits source.
2. Secure Communication Protocols: Protocols such as HTTPS, SFTP, FTPS andstandardised protocols such as Message Queuing Telemetry Transport (MQTT) and OpenData Protocol (OData) have been implemented to ensure secure real-time datatransmission while preventing unauthorised access and cyber threats.
3. Access Controls: A tokenisation solution has been developed, which incorporates privacyby design to establish strict access controls. Access control protocols rely on continuousbehavioural authentication of users and devices, ensuring that only authorised parties canaccess sensitive data.
4. Identity and Access Management (IAM): IAM solutions were implemented to TANGOproject, aiming to manage digital identities and user permissions to ensure only authorisedaccess to data.
5. Data Loss Prevention (DLP): Measures are in use to detect, monitor and preventunauthorised data transfers.
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6. Privacy-related Protocols: The TANGO platform complies with privacy-relatedlegislation, including the GDPR and the ePrivacy Directive. A standardised level of securityis applied to both personal and business-sensitive data.
7. Regular Security Audits: Periodic security audits identify and address vulnerabilities,ensuring the ongoing security and reliability of the TANGO platform.
8. Compliance with Data Protection Regulations: The partners involved ensure that theTANGO platform complies with relevant data protection regulations, including GDPR andCCPA.
The aforementioned measures aim to guarantee the security and integrity of data exchanged– transferred within the TANGO platform in compliance with data protection related legislationand regulations.
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4 Conclusions
This white paper draws several conclusions regarding TANGO. The most important are:
The TANGO framework offers a comprehensive and forward-looking solution for secure andtrustworthy data sharing, addressing key challenges such as data sovereignty, privacy andcompliance in decentralised environments. By integrating blockchain-based storage withcomponents like Fides’ DRILL and DnAMS, TANGO enables tamper-proof, consent-drivenand legally compliant data exchange.
Advanced trust mechanisms – including the Trustworthiness Scoring Module, Privacy RiskScore and the UPCV technology – support policy-driven, risk-aware data sharing. The platformbuilds on open standards such as FIWARE, CP-ABE encryption and XACML-based accesscontrol to ensure scalable, privacy-preserving interoperability aligned with GDPR and ISO31700-1. Features like self-encryption and multi-factor recovery further enhance resilienceagainst unauthorised access and key compromise.
TANGO also redefines Identity and Access Management by incorporating Self-SovereignIdentity, seamless onboarding and continuous behavioural authentication for users anddevices. This decentralised trust model aligns with European goals for interoperability anddata sovereignty. The combination of cryptographic techniques, dynamic risk assessment andbehaviour-based authentication ensures continuous identity verification without compromisinguser experience.
Security is reinforced through countermeasures against hardware-level threats such as side-channel attacks and through privacy-by-design methodologies embedded in AI components.Tools like the Privacy Enhancing Component and Privacy Assurance Tool enable proactivethreat modelling, compliance monitoring and secure data governance.
Overall, TANGO offers a modular, interoperable and standards-aligned architecture forbuilding trustworthy data ecosystems – empowering individuals and organisations to maintaincontrol over their data while enabling responsible, cross-sector collaboration.


